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Cancer is one of the leading life-threatening diseases all over the globe which costs highest mortality 
rates. Early detection of cancer increases the chance of a cure and survival rates but unfortunately 
mostly cancers are diagnosed only after they have metastasized throughout the body. The list of the 
biomarkers associated with over 200 types of cancer has witnessed a significant increase in the recent 
past however the highly sensitive and specific biomarkers are still need of time. Biosensors are devices 
that are designed to detect a specific biological analyte by converting the complex biological reactions 
into an electrical signal whose intensity is associated with the concentration of the analyte. 
Nanotechnology with nanomaterials improves and modifies the biorecognition element part to improve 
the biosensing phenomenon and makes it one of the hottest topics attracting scientific fraternity. Use of 
diverse numbers of nanomaterials with good electrical and sensing properties has promised a smarter 
and faster detection with better reproducibility. This review briefly summarizes the few different types 
of biosensors based on different types of nanomaterials for cancer biomarker detection. This paper also 
highlights the obstacles related to their developmental and implicational aspects. 
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1. Introduction 

Cancer by definition is an abnormal and uncontrolled cell growth due 
to an accumulation of specific genetic and epigenetic defects. It may have 
both environmental and hereditary origin. Unregulated cell growth leads 
to the formation of a tumor mass that over time loses its control over 
normal homeostatic checks and balances [1]. As the cancer progresses and 
metastasizes to other body organs and systems it becomes more and more 
untreatable. In general cancer is a multifactorial disease, and includes a 
complex range of genetic and epigenetic alterations which disturb the 
cellular microenvironment which is associated with the onset and 
progression of disease [2,3]. 

According to the recent report of the national cancer institute on cancer 
statistics an estimated 1,735,350 new cases of cancer were diagnosed in 
the United States and 609,640 people died from the disease in 2018 [4]. 
The most common cancers in descending order are breast cancer, lung and 
bronchus cancer, prostate cancer, colon and rectum cancer, melanoma of 
the skin, bladder cancer, non-Hodgkin lymphoma, kidney and renal pelvis 
cancer, endometrial cancer, leukemia, pancreatic cancer, thyroid cancer, 
and liver cancer. Approximately 38.4% of men and women will be 
diagnosed with cancer at some point during their lifetimes (based on 
2013–2015 data) [4]. Despite of recent technological advancements and 
new treatment modalities late diagnosis and poor prognosis are still the 
primary reasons for poor survival rate of cancer patients. This review 
paper summarizes recent progress in the development of nano-biosensors 
by integrating functional bio-molecules with different types of 
nanomaterials, including carbon nanotubes, graphene, carbon dots etc. We 
will also envision nanosensors to make significant improvements in the 
cancer diagnosis with onsite point-of-care devices. 

 
2. Role of Biomarkers in Cancer Diagnosis 

The most popular advancement in the field of cancer diagnostics that 
have come to the fore was the development of a test for first cancer 
biomarker i.e cacinoembrionic antigen (CEA) detection by Dr. Joseph Gold 
in 1965 [5]. A number of potential serum test have been developed for a 

variety of cancers by now. Cancer biomarkers are key indicators of tumor 
growth. They are used not only to diagnose and monitor disease, but also 
to provide a prognostic approach to treatment [6]. The biomarkers by 
definition are the molecules which undergo important alterations in their 
levels during cancer onset progression and treatment. Biomarkers may be 
proteins, enzymes, nucleic acids, antibodies and antigens which are 
classified in various categories such as diagnostic, prognostic, biomarkers 
to set treatment modality etc., [7]. Diagnostic biomarkers are used for the 
detection of the disease, whereas the information about course of 
recurrence of the disease is given by prognostic biomarkers [8,9]. Precise 
detection and analysis of these biomarkers could help in early detection of 
disease, disease progression and to check the response of treatment 
modalities [10]. However, there are only few specific biomarkers which 
can be used in clinical setting e.g. Prostate Specific Antigen (PSA) for 
prostate cancer screening and monitoring, cancer antigen 15.3 (CA 15.3), 
estrogen receptor (ER), progesterone receptor (PR), cancer antigen 27.29 
(CA27.29) for breast cancer monitoring, bladder tumor antigen (BTA) for 
bladder cancer monitoring etc. whereas others can be related to more than 
one type of diseases. 

 
2.1 Disadvantages of Conventional Methods of Cancer Detection 

The most common imaging method used to monitor is Computed 
Tomography (CT), which provides cross-sectional imaging by computer 
using X-rays. Magnetic Resonance Imaging (MRI) is a procedure that uses 
potent magnetic fields to detect the abnormalities [11,12]. Ultra sound 
examination is always useful for examining the cervix, pancreas, liver and 
kidneys [13]. Endoscopic examinations are usually used to investigate the 
gastrointestinal tract, bronchial tubes, cervix, prostrate, bladder or head 
and neck section [14]. Mammography is mainly used to treat breast cancer 
screenings.  In the isotopic diagnostics, a radioactive tracer is established 
into the patient’s body [15]. The marker goes to the organ to be examined 
used to classify the occurrence of various cancers such as breast, prostate 
and colorectal cancer [16,17]. The most familiar problem associated with 
these methods of diagnosis is the high risk of false positives. Magnetic 
resonance imaging (MRI), one of the most common imaging technologies 
used today for cancer diagnosis and monitoring, cannot detect entities that 
are smaller than a few centimeters. The use of nanomaterials as imaging 
agents allows for more sensitive and precise measurement of cancerous 
tissues [18,19]. 
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Tissue biopsy is commonly used in the clinic to diagnose a variety of 
cancers. It plays an important role in tailoring best treatment options for 
the individuals at diagnosis. However, tissue-based biopsy is invasive, 
expensive, impractical for repeated testing, and unavailable to some 
cancer types. For example, over 30% of advanced non-small cell lung 
cancers do not have accessible tissue [20]. Especially, tumors are 
heterogeneous and evolve over time. Thus, biopsy data from the limited 
amount of collected tissues are often biased and can provide false results. 

The limitations in tissue biopsy have driven the development of liquid 
biopsy, a means to sense cancer biomarkers in body fluids such as blood, 
serum, saliva and urine to aid in cancer screening, diagnosis and 
treatment [21]. Liquid biopsy is comparatively non-invasive, inexpensive, 
accessible to large populations, and allows for repeated testing for real-
time monitoring of disease stage and treatment effectiveness. One of the 
major advantages related to bio fluids is that it contains information from 
all the tumour cells in the patient rather than small portion of a tumour in 
the tissue biopsy [22]. The regular methods used for biofluids detection 
are the traditional enzyme-linked immunosorbent assay (ELISA) or 
Polymerase chain reaction (PCR) based methods. The technological 
limitations of these methods are consumption of expensive reagents in 
every assay, slow detection, instrument complexity and requirement of 
trained personnel [23].   

Also, being manual techniques, these methods are not capable in the 
continuous monitoring of the patient during treatment. Besides, within the 
cell multiple events are associated with all cancers involving more than 
one molecule. Thus, simultaneous detection of multiple biomarkers for 
correct diagnosis and prognosis is required [24]. Besides that, some 
additional traditional methods such as northern blot, southern blot 
analysis and other blotting techniques suffer low sensitivity, time 
consumption and high cost. Therefore, there is an urgent need for rapid, 
reliable, specific and sensitive modified alternative technique for cancer 
detection. 
 

3. Definition and Conceptual Idea of Biosensors 

Accurate and early diagnosis of cancer has the potential to reduce the 
rate of mortality and morbidity of cancer patients. Cancer biomarkers can 
be used for screening, monitoring treatment progression and fix treatment 
modalities. Biosensors are the devices which operate on the theory of 
signal transduction [25].  The components of the biosensor include a bio-
recognition element, a biotransducer and an electronic system composed 
of a display, processor and amplifier. The bio-recognition element may be 
a bioreceptor, antibody or enzyme which is allowed to interact with their 
corresponding particular analyte [26,27]. The transducer measures this 
interaction and amplifier amplified the signal to the limit of detection and 
outputs a signal. The strength of the signal output is directly proportional 
to the concentration of the analyte. The signal is then improved and 
processed by the electronic system and the unknown analyte is recognized 
successfully [28]. In recent years researchers have shown a keen interest 
in fabrication of cancer biosensors due to their greater analytical 
performance and real-time measurement of particular analyte [29,30]. A 
simple schematic diagram of the components of the general biosensor viz. 
bioreceptor, transducer, and detector are depicted in Fig. 1. 

 

 
Fig. 1 This schematic diagram represents how an unknown analyte captured by the 
recognition element part induces a change in the transducer’s surface. The 
transducer transforms these recognition events into a detectable signal, which can 
be used for the quantification or determination of the analyte 

 
 3.1 Classifications of Biosensors 

There are different types of biosensors based on the sensor devices and 
the biological materials and some of them are demonstrated in Table 1. In 
recent years, these biosensors have become very popular, and they are 
applicable in different fields such as healthcare, agricultural, and 
veterinary applications, drug improvement, industrial and defense 
processing and monitoring etc. however these devices are still not so 
common in cancer detection. Fig. 2 represents the areas of biosensor 
applications. 

Table 1 Classification of general biosensors based on their working principals 

S. No. Type of Biosensor Principle 

1. Electrochemical Biosensor 

 

Utilizes the principle of the measurement 

of electronic current by electrodes 

2. Amperometric Biosensor 

 

Utilizes the principle of electronic current 

determination as a reaction of enzyme-

catalyzed redox reaction 

3. Potentiometric Biosensor 

 

Utilizes the principle of changes the 

concentration of ions which is determined 

by the ion-selective pH electrodes  

4. Conductometric Biosensor 

 

Utilizes the principle of measurement of 

drastic alterations in ionic concentration 

5. Thermometric Biosensor 

 

Utilizes the principle of biological reactions 

which are connected with the production 

of heat 

6. Optical Biosensors 

 

Utilizes the principle of optical 

measurements like fluorescence, 

absorbance and etc. 

7. Piezoelectric Biosensors 

 

Utilizes the principle of measurement of 

alteration  in the response frequencies 

using piezoelectric crystals 

8. Immuno–Biosensors 

 

Utilizes the principle of immunological 

specificity and mostly coupled with 

measurement on the Potentiometric 

Biosensors. 

 

 
Fig. 2  Different areas of applications of biosensors 

 

4. Definition and Conceptual Idea of Nanobiosensor 

When we merge the understanding of biosensor concepts with the 
highly promising field of nanotechnology it develops a new area of disease 
diagnostics i.e. nanodiagnostics [31]. In this area we pay an attention to 
the design and modification of nanomaterials for improving cancer 
detection and treatment. Huge numbers of nanoparticles are currently 
under development for applications related to cancer diagnosis [32]. 

The miniature devices developed by the rapidly emerging field of 
nanotechnology improves the chances of detecting cancer earlier, thus 
improving patient survival rates.  Several types of nanomaterials have 
added abundant advantages over traditional diagnosis [33, 34]. 
Nanomaterial have few unique properties such as high electrical 
conductivity, high surface to volume ratio, better shock bearing ability and 
the enhanced signal responses which makes them most suitable for 
biosensor technology. The classifications based on dimensions are 
mentioned in Table 2 and the unique properties of few nanomaterials has 
been discussed in a separate section below. 
 
Table 2 Classification of nanomaterials based on dimensions 

S. No. Dimensions of 

nanomaterials 

Examples 

1. One dimensional (1D) Nanotubes, Nanorods, Nanowires 

2. Two dimensional (2D) Graphene, Nanofilms, Nanolayers, Nanocoatings 

3. Three dimensional 

(3D) 

Bulk Powders, Bundles of Nanowires, Nanotubes, 

Multi-nanolayers 

 
4.1 Classifications of Nanobiosensors 

The classification of nanobiosensors is a very diverse area and it is not 
as simple as it is in the case of general biosensors. The classification of the 
nanobiosensor is based on the nature of nanomaterials incorporated in the 
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biosensing operation. Table 3 briefs the advantages of currently used 
nanomaterials and in this section, we will discuss the properties of few 
different nanomaterials which have been extensively studied for 
fabrication of nanobiosensors and cancer diagnosis so far. 
 
Table 3 List of few extensively used nanomaterials with their brief applications 

S.No. Nanoplateform Application 

1. Carbon 

Nanotubes 

Improved enzyme loading 

Have higher aspect ratios  

Have ability to be functionalized  

Better electrical communication 

2. Quantum Dots Have excellent fluorescence  

Have quantum confinement of charge carriers  

Have Size tunable band energy 

3. Nanowires Highly versatile  

Have good electrical and sensing properties for bio- and 

chemical sensing 

Better charge conduction  

4. Nanoparticles Better immobilization efficiency 

Better loading efficiency 

Better catalytic properties 

5. Nanorods  Good plasmonic materials  

Size tunable energy regulation 

It can be coupled with MEMS 

 

4.2 Quantum Dots Based Sensors for Cancer Detection 

Quantum dots (QDs) are semiconductor nanocrystals which generally 
range from 2 nm to 10 nm in diameter. With this special size and the 
optical and chemical advantages of (QDs), QDs based theragnostic 
technology (Diagnostics + therapy) is rapidly emerging. QDs have 
improved imaging capabilities, brightness, and photostability and due to 
these characteristics, they may be used for simultaneous detection of 
multiple cancer biomarkers [35]. With outstanding biomedical imaging 
capabilities, QD-based imaging is emerging as one of the most promising 
biomedical imaging platforms for tumor microenvironment studies 
both in vivo and in vitro [36,37]. 

Since the first introduction of biocompatible QDs imaging of cancer 
cells in vitro in 1998for the first time [38,39], researchers have developed 
QD-based probes conjugated with cancer specific ligands, antibodies or 
peptides for cancer imaging and diagnosis in vitro [40, 41]. Researchers 
demonstrated that QD-IHC is more accurate and precise at low protein 
expression levels compared with traditional immuno-histochemistry 
(IHC) technique and due to its high specificity and sensitivity it can achieve 
ultrasensitive detection which will provide much more information for 
personalized treatment options [42,43]. Although QDs have greater 
potential for cancer diagnosis, there are some toxicological and 
pharmacological disadvantages related to heavy metals toxicity and 
colloidal instability in vivo, which limits its advancement toward treatment 
of cancer and other diseases [44,45]. Keeping these observations in view 
there is an urgent need to develop QD’s based diagnostic applications in 
vitro with minimally invasive techniques. In recent years scientists are 
putting efforts to generate novel QDs based nanobiosensors to maximize 
detection efficiency in vitro [46-48].  

 
4.3 Graphene Based Sensors for Cancer Detection 

The advantages conferred by the physical, optical and electrochemical 
properties of graphene- nanomaterials have vastly contributed to the 
current variety of ultrasensitive and ultraselective biosensor devices [49]. 

Graphene is a two-dimensional (2D) nanomaterial, which plays a 
tremendous role in the electronic and sensor communities due to its 
improved physical, optical and electrochemical properties [50,51]. 
Graphene is defined as “a single atom- thick sheet of hexagonally arranged, 
sp2 – bonded carbon atoms occurring within a carbon material structure. 
The nanothickness graphene film with 100 µm of lateral size is observed 
as carbon planes connected together by van der Waals forces acting over 
a distance of about 0.335 nm [52,53]. The properties of graphene are those 
of a semi – metal and are stable under ambient circumstances. Graphene 
can be engineered and chemically modified with migration of 
heteroatoms, oxidation, and reduction using inexpensive methods [54,55]. 

Chemical modifications such as oxidation and reduction can be 
incorporated in the single atom thick sheet graphene which can be further 
modified and functionalized [56,57]. The functionalized graphene allows 
immobilization of different nanoparticles (NPS), quantum dots (QDs), 
DNA, enzymes, protein, antigen, antibodies, and other specific molecules 
[58]. In medical diagnostic applications, graphene based biosensors have 
been recently fabricated with high sensitivity and specificity. Researchers 
developed a GFET biosensor for real time monitoring of carcinoembryonic 

antigen (CEA) with high sensitivity (<100 pg/mL) [59]. In another report 
human papillomavirus (HPV) was detected with the use of a novel paper-
based graphene biosensor [60]. 

Since graphene material has been very well established in recent years, 
scientists are trying to explore other 2D materials with improved physical 
and chemical properties. These materials can be modified and 
incorporated in different biosensor platforms to give ultra-high sensitivity 
and selectivity which may contribute in providing a better solution to 
existing early diagnostic challenges [61]. 

 
4.4 Carbon Nanotube Based Sensors for Cancer Detection 

CNTs are carbon allotropes. The structure of a carbon nanotube can be 
seen as a single and rolled up graphene sheet. CNTs can be divided into 
two main groups: Single-Walled Carbon Nano Tubes (SWCNTs), in which 
only a single graphene sheet is wrapped, or Multi-Walled Carbon Nano 
Tubes (MWCNTs), where more than one sheet is wrapped in a concentric 
fashion [62-64]. Diameters can range from a few nanometers up to 
hundreds of nanometers. Carbon nanotubes (CNTs) have been exploited 
for the development of electrochemical and biological sensors because of 
their excellent electrochemical properties, large surface area, ballistic 
electron transport and high mechanical strength [65]. Since the discovery 
of carbon nano tubes in 1990’s, their extensive use in different techniques 
is growing due to their extraordinary attributes [66,67]. These excellent 
properties help researchers to exploit both single walled nanotubes as 
well as multi-walled nanotubes to fabricate biosensors for better 
diagnosis. The advantages conferred by the optoelectronic properties of 
carbon nanotubes have contributed to the recent variety of biosensor 
devices which makes them one of the most popular nanomaterials in the 
world of material science [68]. 

Recently most CNTs are used in drug delivery applications; however 
engineered CNTs can be used in different imaging techniques. These 
imaging capabilities together with right functionalization strategy can be 
used to detect reactive oxygen species (ROS) or specific antigens and 
specifically cancer markers [69]. Likewise, Graphene, right 
functionalization strategy is the most important and tedious step for CNTs 
[70]. Basically, two kinds of functionalization can be incorporated on 
CNTs: covalent for strong binding, but changed electrical properties or 
non-covalent for weak binding but preserved electrical properties [71]. 
The peculiar size carbon nanotubes along with unique physical and optical 
properties guide researchers for extensive exploration of CNTs in various 
cancer therapy and diagnostics applications.  

 
4.5 Future Prospects of Implementation of Nanobiosensors for Cancer 
Diagnosis 

Nanosensors have turn out to be an emerging area of interdisciplinary 
research in the recent years. Nanomaterials have enabled the 
development of ultrasensitive biosensors, because of their high surface 
area, electronic properties, and electrocatalytic activity as well as good 
biocompatibility. Within the next decade, nanodiagnostics will become 
available, and be able to perform thousands of biomarkers simultaneously, 
rapidly and inexpensively. The most common clinical diagnostic 
application will be analysis of biofluids by nanobiosensors.  

Nanobiosensors can offer ultrasensitivity in detection of cancer 
biomarkers, which may be applied in the future for early detection as well 
as treatment of cancer. Nanodevices for this purpose are now in the 
feasibility stage. Nanotheranostics is an emerging area of nanotechnology 
where nanotheranotics devices will be implanted as a prophylactic 
measure in individuals who do not have any noticeable manifestations of 
cancer and monitoring could be conducted by smartphones. Such 
monitoring could detect cancers at the preliminary stages and enable 
healthcare professionals for suitable therapeutic intervention. Early 
detection and treatment would increase the chances of a cure. Future 
trends in diagnostics will continue in miniaturization of biochip 
technology to the nanoscale range. 

 
4.6 Challenges and Limitations of Nanobiosensors 

Despite being launched decades ago, glucose meter and lateral flow 
pregnancy tests remain the most commercialized biosensors [72]. In 
recent years, several biosensors taking advantage of nanomaterials have 
been developed but unfortunately it generated enormous amount of 
published literature only. Practically it could not be moved forward in 
ground level with potential applicability. Developed biosensing strategies 
are technically complicated and unable to solve the practical diagnostic 
problems in real life. Therefore, there commercialization is not feasible. 
There is one more issue which limits the development and application of 
nanobiosensors in real life is safety and toxicity related to nanomaterials. 
It is still a part of controversial discussions which requires further studies 
related to these materials and their special effects. 
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5. Conclusion 

In conclusion we can articulate that nanotechnology has the enormous 
potential to revolutionize the case of cancer detection. As the transducer 
part of the nanobiosensors are significantly improved and modified with 
the use of nanomaterials and nanostructures for biological recognition 
element immobilization, it provides a better platform for smarter and 
quicker cancer detection. Besides their various advantages over the 
conventional cancer detection strategies such as their robustness and 
dynamic behavior, nanobiosensor development is still a very cumbersome 
process due to its technical complexities. To resolve these technical 
complexities there is an urgent need to advance the process of 
miniaturization of nanobiosensor devices so that point of care diagnosis 
can be done on site in a user-friendly way. Additionally, to target 
biosensors towards clinics, multitarget detection of multiple biomarkers 
simultaneously with high accuracy and reliability is very necessary. In case 
this target is achieved and these kinds of multitarget on-site testing 
miniature devices can be fabricated it will be very simple and easy to 
detect early cancers by minimally or completely non-invasive methods. 
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